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Introduction 
Fuel Virtual Lab Overview 
 
The purpose of the Fuel Virtual Lab is to provide a lab environment for the Fuel community to 
experiment and explore different features and use cases for the Palo Alto Networks Next 
Generation Firewall (NGFW) product. Participation in the Virtual Lab should also encourage 
members of the Fuel community to share and learn from each other through a common lab 
environment. 
 

Using the Fuel User Group Virtual Lab 
 
In order to access the Virtual Lab, you will need to request access from Fuel HQ. Fuel members 
can request access here. Not a Fuel Member? Join today. 
 
Prior to requesting access, you may want to ensure that your system is ready to work with the 
CloudShare environment. Visit https://use.cloudshare.com/test.mvc to check your connectivity 
and settings. 
 
Requests for access to the Virtual Lab are fulfilled every Wednesday. Once confirmed, you will 
receive an email that contains your personal link to the CloudShare hosting environment. You 
must use this link within thirty (30) days of receiving your confirmation. 
 
To access the CloudShare, you will need to set up a personal login to use for the Virtual Lab. 
The email address you register with CloudShare and the email address that you supplied to 
Fuel MUST match for you to gain access. 
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Your Virtual Lab Access 
 
Once you receive the email inviting you to try the Fuel Virtual Lab, click the link titled “To 
register and log in now”. Once registered with CloudShare, you will then be able to log in and 
then access your lab. You will see a screen in your browser with tabs that look like this (Figure 
1): 
 

 
Figure 1 
 
During this time, your virtual lab is still in the process of building. The process bar in Figure 1, 
which currently displays 30%, will go away once your virtual lab is fully built. This process takes 
about three (3) to five (5) minutes to complete. 
 
If you leave the lab, your remaining time in the lab will not be saved. You cannot work one hour 
here, save the lab, and then come back tomorrow to work for the remaining three hours. All four 
hours must be consumed in a contiguous block of time. Please make sure you have allocated 
enough time for yourself to fully utilize your session. 
 
A few tips and reminders about the Virtual Lab: 

 Your Virtual Lab environment is deleted once your allocated lab time is completed. We 
do not keep any changes or configuration you make in the Virtual Lab. 

 You can upload/save the firewall configuration changes you made in the lab if you want 
to keep them when you are done. 

 Please be mindful of what you do in the lab; your activity may be monitored. 
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Topology Diagram 
 
On the Overview tab of the Virtual Lab, you will find a topology map of the environment with the 
same information as Figure 2 below, as well as the credentials and brief descriptions for the 
different virtual machines in the Virtual Lab. 
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10.30.11.101/24
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Internet

10.80.1.0/24

192.168.11.0/24172.16.1.0/24

10.30.11.0/24

Management Network

L3-Trust Zone

L3-Intranet Zone

 
Figure 2 
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Lab Overview 
Virtual Machine and Tab Descriptions 
 
There are a total of four virtual machines (VMs) in the Next Generation Firewall (NGFW) virtual 
lab environment. The information about the operating systems, roles, and applications installed 
on the respective virtual machine are listed below. Note that you have full administrator/super-
user access rights to add/change applications and/or services on these VMs. If you install any 
commercial software in this lab environment, please ensure you have proper license to use the 
software before installing it on the VMs. 
 

Windows Desktop (Windows Server 2008R2) 
The original intention of this VM was to be the main VM that the users would work off of in order 
to use the web interface for the Palo Alto Networks firewall. It is now being left in place as a 
secondary method for accessing the firewall, as there is a different, better way to access the 
firewall that will be addressed in this guide later. 
 
Here is the configuration of the server: 
 
Network interface 1 
IP Address: 10.30.11.101/24 with no gateway defined 
 
Network interface 2 
IP Address: 192.168.11.101/24 with a default gateway of 192.168.11.1 
 
All traffic is going through the L3-Trust zone, except for accessing the management portal of the 
PAN-OS appliance. 
 
Login/Password: administrator / (dynamic password) 
 

VM-Series Virtual Firewall 
The VM-Series firewall is running PAN-OS 10.X. The intention is not to hide what version of 
PAN-OS 10 that is being installed. Rather, the Virtual Lab will be being updated on a roughly 
monthly basis to keep it to as recent of a version as possible, and we don’t want the 
documentation to be inaccurate in what version it is running. The firewall will also have the latest 
version of PAN-OS 9.X available on it for users to be able to downgrade to, as well as in the 
event that any customers have older systems or for customers that require help or training in 
PAN-OS 9.X. 
 
Login/Password: fuel / P@ssw0rd2021 
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Here is the interface configuration for the VM-Series firewall: 
 
Interface/IP Address Zone Comments/Notes 
Management – 
IP Address: 
10.30.11.51/24 

N/A  

ethernet1/1 –  
IP Address: 
172.16.1.1/24 

L3-Untrust 
 

Default Gateway/Static Route for 0.0.0.0/0: 
172.16.1.254 
You can think of this zone as your “Internet Access” 
or “External” zone. 
Note: This zone is “DOWN” by default. This is due 
to how networking is handled in CloudShare and 
when snapshots are made. You will need to bring 
this interface “UP” before you will be able to have 
traffic navigate to the internet by way of the PAN-
OS firewall. Instructions on how to do this are in the 
next section. 
 

ethernet1/2 –  
IP Address: 
172.16.11.1/24 

L3-Trust You can think of this zone as your “Internal” or 
”Servers” zone. 

ethernet1/3 –  
IP Address: 
10.80.1.1/24 

L3-Intranet You can think of this zone as your “DMZ” zone as 
well for the purposes of your testing. 

 

Ubuntu Desktop 
This is an Ubuntu 20.04 LTS desktop connected to the L3-Trust Zone. This VM will allow you to 
use software and features commonly available on all Linux distros. Due to the Apache “How To” 
below, we have gone ahead and pre-installed Google Chrome onto the Ubuntu desktop 
because Firefox, installed by default, doesn’t allow direct connection to a website via http, which 
is necessary for the policy setup example later in this guide. Otherwise, this is a standard 
Ubuntu distro and, once you’ve enabled ethernet1/1 and committed the change, you’ll be able to 
access the internet, perform updates and install packages, etc., as normal for this VM. 
 
Here is the configuration for the Ubuntu 20.04 Desktop VM: 
 
IP Address: 192.168.11.111/24 
Zone: L3-Trust 
Login/Password: fuel / P@ssw0rd2021 
 

Apache Server/CentOS 7 
This is a CentOS 7 server running Apache on it. This Apache server is very basic with a simple, 
static HTML file configured in a very simple manner for doing the setup of an http security policy 
in the PAN-OS using the “How To” below. Once done, you can then use the CentOS server and 
install and work with any other packages you’d like to test firewall configurations with: MySQL, 
SSH, custom applications, moving Apache to a custom port, etc. The basic Apache 
configuration is just a jumping off point to get you started.  
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Remember – until a security policy is set up in the PAN-OS, you won’t be able to access the 
Apache server from either the Windows or the Ubuntu server. You’ll need to access the system 
directly using the “CON” remote access option in CloudShare. 
 
Here is the configuration for the Apache Server/CentOS 7 VM: 
 
IP Address: 10.80.1.42/24 
Zone: L3-Intranet 
Login/Password: fuel / P@ssw0rd2021 
 

PAN-VM-GUI 
With this new iteration of the Virtual Lab, accessing the PAN-OS via web browser is different. 
Instead of having to use the Window VM, you now have a dedicated tab called “PA-VM-GUI”. 
Once you click on this tab, a new tab will open in your browser that will take you to the login 
page for your virtual Palo Alto Networks virtual appliance. This will allow you to work directly in 
your browser and should allow you to be able to work more easily. 
 
Login/Password: fuel / P@ssw0rd2021 
 

PAN-VM Console 
On this tab, you will be able to directly access the console of the PAN-OS NGFW as if you were 
connected via a console cable/serial cable. Here is where you can send CLI commands to the 
system without needing to SSH into the system. 
 
Login/Password: fuel / P@ssw0rd2021 
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Firewall Configuration Steps 
How to Enable ethernet1/1 for Internet Access 
 

1. Log into the PAN-OS site. 
 

2. Navigate to Network -> Interfaces -> Ethernet. Your screen should look like this. 
 

 
Figure 3 
 
3. Click on “ethernet1/1.” Your screen should look like this. 

 

 
Figure 4 
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4. Click on the “Advanced” tab. Your screen should look like this. 
 

 
Figure 5 
 
5. Click on “down” by “Link State.” We will be selecting “auto.” 

 

 
Figure 6 
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6. After selecting “auto,” your screen should look like this. 
 

 
Figure 7 

 
7. Click “OK” on that screen, click on “Commit” in the top-right corner of the screen, and 

you’ll get to this screen. 
 

 
Figure 8 
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8. Click on “Commit” and you will now have internet access. Your “Interfaces” screen 
should look like this when the commit is complete. 
 

 
Figure 9 
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Sample How To 
How to Add a Security Policy for Apache Server Test 
 

1. To get the security policy in place for accessing the Apache server, start by navigating to 
Policies -> Security and clicking on “Add.” For the “Name,” enter “Trust to Intranet 
BiDirectional.” Your screen should look like this. 
 

 
Figure 10 
 
2. Click on the “Source” tab. Under “Source Zone,” click “Add” and add both “L3-Intranet” 

and “L3-Trust.” Your screen should look like this. 
 

 
Figure 11 
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3. Click on the “Destination” tab. Under “Destination Zone,” click “Add” and add both “L3-
Intranet” and “L3-Trust.” Your screen should look like this. 
 

 
Figure 12 

 
4. Click on the “Application” tab. Under “Applications,” click “Add” and start to type “web-

browsing” until the filter narrows it down to where you can select “web-browsing”. Once 
you can select “web-browsing,” do so. Your screen should look like this. 
 

 
Figure 13 
 
5. Click on the “Service/URL Category” tab. Under “Service,” click “Add” and start to type 

“service-http” until the filter narrows it down to where you can select “service-http.” Be 
sure to not accidentally select “service-https.” Once you can select “service-http,” do so. 
Your screen should look like this. 
 

 
Figure 14  
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6. Once done, click “Ok.” Your security policy will be added to the end of the list. Your 
screen should look like this. 
 

 
Figure 15 
 
7. Perform a commit to the firewall by clicking “Commit” in the top right corner of the 

screen, and then “Commit” on the window that pops up. Once complete, go to the 
Windows or Ubuntu VM and launch Chrome on either system. Go to the URL of 
http://sample-site.local. You should see a web page that looks like the following image. 
 

 
Figure 16 

 
 
 
That’s it! You can now access the Apache server from the L3-Trust zone on either the Windows 
VM or the Ubuntu VM via http, due to the “Applications” settings, on port 80, due to the “Service” 
setting, in the Security policy. If you want to access anything else on the Apache server - SSH, 
MySQL, etc. - you’ll need to add more rules and/or adjust the existing rule accordingly. 
 
You now have a lab that you can start working with. If you have any suggestions for additional 
capabilities or functionality that you would like to try, please be sure to fill out our survey or 
reach out to anyone on the Fuel team and they will forward your request to the team that 
maintains the Fuel Virtual Lab. We will do what we can to accommodate your requests. 
 
At this point, you’re free to start attempting your own projects within the lab. Try whatever you 
would like. You can install MySQL or some other software onto the Apache server and attempt 
to access it from the Ubuntu server. You can install Filezilla Server on the Windows Desktop 
and attempt to access it from the CentOS Server. Your imagination is primarily your only 
limitation at this point. 


